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Abstract. The last three years have witnessed tremendous progress in the understanding of
code-based cryptography. One of its most promising applications is the design of cryptographic
schemes with exceptionally strong security guarantees and other desirable properties. In contrast
to number-theoretic problems typically used in cryptography, the underlying problems have so far
resisted subexponential time attacks as well as quantum algorithms. This paper will survey the
more recent developments. Keywords: Post-quantum cryptography, coding-based cryptography,
encryption, digital signatures, identification, secret-key.

Introduction

Code-based cryptography is one of the most promising candidates for post-quantum cryptography,
i.e. cryptosystems that resist attacks by quantum computers. Examples are the McEliece and the
Niederreiter encryption schemes [12, 14]. The underlying problem, the Syndrome Decoding problem, has
been proven NP-complete in [1]. In 2008, Overbeck and Sendrier [70] published a comprehensive state-
of-the-art of code-based cryptography. In the last three years, there have been many new publications
in various areas of cryptography.

Our contribution

In this paper, we provide a state-of-the-art of code-based cryptography. We present the publications
since 2008 in several areas of this field, including encryption and identification schemes, digital signa-
tures, secret-key cryptography, and cryptanalysis.

Organization of the paper

In Section 1, we present the recent improvements in the design of encryption schemes attempting to
reduce the public key sizes. In Section 2, we detail the recent results in zero-knowledge identification
schemes. Section 3 deals with the new improvements of code-based signature schemes and Section 4
presents the new results in code-based secret-key cryptography. The subsequent Section 5 details the
latest results in cryptanalysis. We conclude in Section 6.



1 Encryption

In code-based cryptography there are at least three encryption schemes: the McEliece [12], the Niederre-
iter [14] encryption schemes, and, more recently, the HyMES [9] (Hybrid McEliece encryption scheme).
All those schemes have already been described in [78] pages 97-100 and 127-129.

The McEliece encryption scheme never caught the attention like e.g. RSA, mostly because of the
relatively large size of the public generator matrix. Things changed when it turned out that the scheme
is unscathed by quantum-computer attacks, and several contributions have been made in the last few
years [5,7,48,65,11].

1.1 Reducing the key size of the McEliece cryptosystem

Since [10], the idea of using compact representations of the public matrix used in the McEliece en-
cryption scheme has been investigated. After several cryptanalyses, Berger et al. [48] and Misoczki
and Barreto [65] proposed to use QC alternant codes and QD Goppa codes respectively to reduce the
public key size from several hundred thousands bits (500 Kbits for the original proposal) to only 20
Kbits. The idea of those constructions is to generate the whole matrix via permutations of the first row.
Furthermore, those constructions allow to encrypt the message without computing the whole matrix
but by using the first row only. After several attacks (see Section 5), the binary parameters are still
secure in both cases.

1.2 Implementation on different platforms

Due to a lack of space we will not detail the section in this version of the paper.

2 Identification

In the last few years there were many attempts to build secure identification schemes based on
error-correcting codes. Such schemes allow a prover holding a secret key to prove his/her identity to a
verifier holding the corresponding public key without revealing any additional information that might
be used by an impersonator. At Crypto’93, Stern [20] presented the first identification scheme based
on the SD problem. This scheme is a multiple-rounds zero-knowledge protocol, where each round is a
three-pass interaction between the prover and the verifier, and for which the success probability for a
cheater is 2/3. The number of rounds depends on the security level needed; for 80 bits security level,
one needs about 150 rounds (the norm ISO/IEC-9798-5 proposes the two cheat probabilities 2716 and
2732 for which one needs 28 resp. 56 rounds).

2.1 Quasi-cyclic Stern

Due to the usual drawback of code-based cryptosystems, the large public key size, Gaborit and Girault
proposed in 2007 [17] a way to reduce this disadvantage. The idea consists in using QC codes instead
of random codes.

Using this class of codes, Cayrel et al. proposed in [15] an efficient implementation of Stern’s protocol



on a smart-card. For a security level of 80 bits, they obtained an authentication in 6 seconds and a
signature in 24 seconds without cryptographic co-processor. This is a promising result when compared
to an RSA implementation which would take more than 30 seconds in a similar context.

2.2 Cayrel et al.’s identification scheme

Recently, Cayrel et al. presented in [16] an identification scheme using g-ary codes instead of binary
codes which constitutes an improvement of the Stern and Véron constructions. This scheme is a
five-pass protocol for which the success probability of a cheater is bounded by 1/2 per round. In
addition to the new way to calculate the commitments, this protocol uses another improvement which
is inspired by [18,19]. It consists of sending a random challenge value from F, by the verifier after
receiving the two commitments from the sender, who sends back the secret key scrambled by a random
vector, a random permutation and the random challenge.

3 Signature

In code-based cryptography, there have been many attempts to design signature schemes using linear
codes. Some proposals like [22,30,21] have been proved to be insecure; however, the two following
schemes remain secure. The first one, by Kabatianskii, Krouk, and Smeets (KKS) [31] in 1997, is based
on random codes and claimed to be secure. However, [26] showed that a passive attacker intercepting
just a few signatures can efficiently find the private key. The second one, introduced by Courtois, Finiasz
and Sendrier (CFS) in 2001, is the first code-based signature scheme with a security reduction [27] to
two NP-complete problems: the SD and the GD problem. This latter has lately been shown to be
solvable, but only under very specific parameter constraints (see Section 5).

3.1 Quasi-dyadic-CFS

Motivated by the drawback of having large memory requirement, Barreto et al. [23] proposed an im-
proved version of CFS using QD Goppa codes instead of the standard Goppa codes. This class of codes
is mentioned earlier in Section 1. This modification allows to reduce the key size by a factor of 4 in
practice and to speed-up the computation by using the QD structure.

3.2 Parallel-CFS

In view of Bleichenbacher’s attack described in [59], the preliminary parameters of the CFS had to be
increased. This leads to an increase of the public key size or of the signature cost by an exponential
factor in parameters m or ¢, where 2™ the code length and ¢ the degree of the Goppa polynomial,
respectively.

Recently, Finiasz suggested in [28] a way to increase the security of the CFS while keeping the
parameters as small as possible. The idea of his proposal consists in performing a parallel complete
decoding to generate two CFS signatures using two different hash-functions for the same message. In
this case, an attacker has to produce two forgeries for the same message, which makes the decoding
attack much harder compared with the regular CFS.



3.3 Barreto et. al’s OTS

In 2010, Barreto et al. [24] developed a syndrome-based one-time signature scheme (BMS-OTS) by
combining the idea of Schnorr [32] and KKS [31]. The security of their proposal is based on the
hardness of decoding random binary codes, which is believed to be hard on average [25].

4 Secret key code-based cryptography

Until 2006, only two results have been proposed in code-based cryptography in the area of hash functions
and stream ciphers. Regarding stream ciphers, Fischer and Stern [42] (FS) presented the first pseudo-
random generator at Eurocrypt 1996, whose security stems from the intractability of the SD problem
for random binary linear codes.

In context of hashing, two different versions have been proposed following the Merkle-Damgérd [45,
41] design principle: the first one is the Syndrome Based hash function (SB) in 2003 [34] whose com-
pression function uses a random binary matrix and the algorithm from [44] for embedding data in a
constant weight word. However, this algorithm is the most time-consuming part of the scheme. That is
why a second and faster variant of SB, called Fast Syndrome Based hash function (FSB) [47], has been
developed in 2005 by replacing the latter encoding function by a faster one called regular encoding.
This algorithm embeds data into a regular word. This word is composed of a number of equal-sized
blocks, each of which contains exactly one non-zero entry.

4.1 FSB SHA-3 proposal

The first round SHA3-submission FSB due to Augot et al. [33] is an enhanced variant of FSB with two
main features: It uses truncated QC codes to reduce the storage capacity and it provides a security
reduction to the SD problem. It is designed following the well-known Merkle-Damgérd transform [45, 41]
and parameterized by four positive integers. Each set of these parameters defines a unique compression
function, which is a composition of an encoding function and a syndrome mapping. This mapping is
based on a parity check matrix derived from digits of = (about 2 million bits) by circular shifting a
number of vectors of the same length.

So far, the FSB SHA-3 proposal is secure. It can be proven that breaking it (finding collisions or
preimages) is at least as difficult as solving certain problems introduced and proved NP-complete in [47]:
the RSD and the 2-RNSD problem. The complexity of solving the latter problem is less than that of the
conventional SD as demonstrated lately in [39] (see Section 5). Despite this feature, FSB suffers from
the drawback of having a long initialization time and handling large states, and therefore it remains far
slower than widely-used hash functions like the SHA-2 family (which is a SHA-3 candidate as well).

4.2 RFSB

Motivated by the inefficiency of FSB, Bernstein et al. [40] proposed a further improved variant of FSB
in 2011, named RFSB (stands for Really Fast Syndrome-Based hashing), also following the Merkle—
Damgard construction [45,41]. Its design is inspired by the Set Hash due to Zobrist [46] (and other
related works [41,36,37]). In order to compute a hash value, the message is first broken into small
pieces, each passed through a random function and finally combined using the bitwise XOR operator.



The random function can be described by a random binary matrix. Unlike FSB, no encoding algorithm
is used here and the matrix is not quasi cyclic, smaller than the FSB-matrix and defined as follows.
Each entry is created by first encrypting a number of 16-bytes strings using the AES algorithm and
then rotating the results certain times depending on the block position of the message.

4.3 SYND stream cipher

This cipher, proposed by Gaborit el al. [43] in 2007, is an improved variant of the Fisher-Stern pseudo-
random generator [42] with two main improvements. Firstly, replacing a random matrix by a random
QC matrix decreases the storage requirements without diminishing the hardness of the SD, as shown
in [48]. Secondly, using the regular encoding technique instead of the algorithms proposed in [42] speeds
up the encoding process.

5 Cryptanalysis

The two main types of attacks in code-based cryptography are structural and decoding attacks. The
former exploit the structure of the underlying code, and usually they attempt to recover the secret key.
The latter can be used independently of the code structure and are thus also called generic attacks.
This section details the recent cryptanalytic improvements and corresponds to Sections 3.4 and 4.3
in [78].

5.1 Structural attacks

In the past, most structural attacks against code-based cryptosystems have targeted specific classes
of codes. They exploited the code structure in order to break cryptosystems which use these codes.
Examples include the Sidelnikov-Shestakov attack against the Niederreiter PKC using GRS (General-
ized Reed-Solomon) codes [74], Overbeck’s attack against rank-metric codes [69], and cryptanalysis of
Reed-Muller codes using Stern’s algorithm [75].

Since a large public key size is one of the drawbacks of code-based cryptography, there have been
many proposals attempting to reduce the key size, as presented in Sections 1 and 3. Often, the authors
used highly structured codes which can be stored more efficiently. Examples include QC [48] and QD [65]
codes, as well as LDPC codes. In recent years, there have been several publications on structural attacks
against such highly structured codes.

Otmani et al. [68] cryptanalyzed a McEliece cryptosystem based on QC LDPC codes. The attack
exploits the QC structure to find a punctured version of the secret key, and then uses Stern’s algorithm
to reconstruct the entire secret key.

In [60], Gauthier and Leander presented an attack against QC and QD codes. The attack is based on
an attack framework which exploits linear redundancies in subfield subcodes of GRS codes. While the
attack breaks several codes over larger fields IF,, binary codes remain secure against it.

Faugére et al. presented an algebraic attack against the McEliece cryptosystem using non-binary QC and
QD codes at Eurocrypt 2010 [57], and an extention of this work at SCC 2010 [58|. The attacker sets up a
system of algebraic equations, the solution of which will be an alternant decoder for the underlying code.
While this system cannot be solved efficiently for the original McEliece cryptosystem, the additional QC
or QD structure allows to significantly reduce the number of unknowns of this system. Additionally,



improved Grobner basis techniques further decrease the attack complexity. With this approach, the
authors were able to break several non-binary parameters presented in [48] and [65]. Again, binary
parameters remain secure. In [53|, Bernstein et al. described how to improve ISD-based algorithms if
the target codeword is a 2-regular word (a vector consisting of blocks, each having Hamming weight
zero or two). The attack is an improvement over a previous attack against 2-regular words described
in [47] and achieves an exponential speedup.

Wieschebrink presented a new attack [77] against the Berger-Loidreau public-key cryptosystem. In
2010, Faugere et al. presented a Goppa code distinguisher [56]. The algorithm allows to distinguish
Goppa codes from random codes, provided that the code rate (code dimension divided by code length)
is very high. While the paper does not attack a specific cryptosystem, it is an important result for
past and future security proofs. Overbeck presented a security analysis of the Gabidulin version of the
McEliece cryptosystem [69].

5.2 Decoding attacks

Information-set decoding (ISD) and the generalized birthday algorithm (GBA) are the two most
important types of generic attacks against code-based cryptosystems. The basic ISD algorithm
is due to Prange [72], with major improvements by Leon [63], Lee-Brickell [62], Stern [75], and
Canteaut-Chabaud [54].

Wagner [76] generalized the well-known birthday algorithm to more than two lists which greatly
improved the algorithm efficiency.

In [51], Bernstein et al. proposed several techniques to speed up ISD-based attacks, e.g. by re-using
pivot values to speed up the matrix inversion step. These improvements reduce the cost to attack the
original McEliece parameters (1024, 524,50) to 20-® binary operations. Together with van Tilborg, the
above authors presented a comparison of different generic decoding algorithms [55]. Using upper and
lower bounds for the cost of these algorithms, they also compared the asymptotic behaviour. While the
analyzed decoding algorithms (asymptotically) save a non-constant factor compared with Lee-Brickell,
they only save a factor of 1+ o(1) compared with Stern’s algorithm.

In [59], Finiasz and Sendrier proposed lower bounds for the complexity of birthday, ISD and GBA
attacks against code-based cryptosystems. The approach is to define a generic model for each attack,
identify the essential steps, and use only the cost of these steps to compute the attack complexity.

In [71], Peters generalized Stern’s and Lee-Brickell’s algorithms (both are variants of ISD) to Fy.
Based on this generalization, the author provided an estimation of the cost of these algorithms.
Bernstein et al. published an improved ISD-algorithm in [52]. This algorithm manages to decrease the
complexity slightly below the corresponding lower bound from [59]. Note that the improved algorithm
does not fit into the generic model used in [59], so this result did not invalidate the lower bound formula.
Niebuhr et al. [67] generalized these lower bounds to F,.

While Wagner’s GBA has improved the time complexity compared with previous birthday
algorithms, the lists used by the algorithm can be very large. Minder and Sinclair [64] proposed a more
flexible algorithm that allows to trade off time vs. memory efficiency. The modified algorithm allows to
limit the list size to arbitrary values, including the size of the input lists. The drawback is a decreased
time efficiency.

In [66], Niebuhr et al. showed how to increase the efficiency of GBA when attacking structured matri-
ces. Covered by the improvement are all matrices where each row is a permutation of the first. The
improvement allows to increase the time and memory efficiency by a factor of r, the co-dimension of the



code. A basic problem on which several code-based cryptosystems are based is the SD problem. It was
proved to be NP-complete in 1978. In most cases, however, the cryptosystems rely on specific instances
of this problem that are subject to additional constraints. While code-based cryptography is assumed
to be secure against quantum computer attacks, a modification of the parameters will nonetheless
be required. The conventional wisdom is that Shor’s algorithm [73] requires a twofold increase in the
key size of these cryptosystems. In [49], Bernstein analyzed the impact of Grover’s algorithm [61].
Using this algorithm to speed up specialized attacks like ISD will require a quadrupling of the
McEliece key size, for instance. While this effect is smaller than the worst-case assumption of a square-
root speedup in all attacks, it is greater than some more optimistic assumptions, e.g. in [70, Section 3.5].

6 Conclusion

In this paper, we have described the recent results in code-based cryptography. These results include
the new improvements in several different areas of cryptography (encryption, identification, signature,
secret-key and cryptanalysis). This paper provides a comprehensive state-of-the-art and an extension of
the chapter "Code-based cryptography” of the book [78]. The study of code-based cryptosystems needs
still more work to obtain efficient and secure schemes, but also schemes with additional properties like
identity-based encryption, batch-identification, blind signature or block cipher.
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